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1. Executive Summary



A password brute-force assessment was performed against the DVWA login
interface using Hydra from a Kali Linux attack machine. The objective was to
determine whether weak credentials and the absence of brute-force protection

could allow unauthorized access.

The attack successfully demonstrated that automated password guessing can
compromise user accounts when strong authentication controls are not

implemented.

2. Objective

The objectives of this assessment were:

e Identify whether the web login page is vulnerable to brute-force attacks.
e Evaluate the effectiveness of the authentication mechanism.
e Demonstrate automated password attacks using Hydra.

e Recommend security controls to prevent password attacks.

3. Scope



Target Application DVWA

Target IP 127.0.0.1

Operating System Kali Linux

Attack Tool Hydra

Item Description
Attack Type HTTP GET Form Brute Force
4. Testing Environment
Component Details

Attacker Machine Kali Linux
Target Machine DVWA
Authentication Method HTTP GET Login Form
Password Wordlist rockyou.txt

Username Tested

admin




5. Methodology

The assessment followed these phases:

1. Reconnaissance

The login page was identified, and the authentication parameters were inspected

using the browser.

2. Form Analysis

The login request contained:

e Username parameter

e Password parameter

The application returned the message:

"Username and/or password is incorrect"

This failure message was used by Hydra to distinguish unsuccessful login attempts.



3. Password Attack

Hydra was configured to automate login attempts using the admin username and

the rockyou.txt password dictionary.

6. Attack Execution

Command Used

hydra -1 admin -P /ust/share/wordlists/rockyou.txt 127.0.0.1 http-get-form
"/DV WA /vulnerabilities/brute/:username="USER"&password="PASS"&login=lo
gin:H=cookie:PHPSESSID=0dd96716586a9971e298a66ef7c0da29;security=low:F

=username and/or password incorrect" -t 30

Command Breakdown

Option Purpose

-1 admin Specifies the username

-P rockyou.txt Uses the RockYou password dictionary

127.0.0.1 Target IP address




http-post-form Performs brute force against an HTTP POST form

user="USER" Username field placeholder
password="PASS* Password field placeholder
F= Failure string returned after unsuccessful login

Hydra automatically replaces the placeholders with every username and password

combination until valid credentials are discovered or the wordlist is exhausted.

/home/kali

Hydra (ht
[DATA] ma

gin=Login:H=cookie:PHPSESSID=0dd96716586a9971e298a6b0f7c0da29; se

/home/kali

7. Results and Findings

Observation

Hydra was able to automate thousands of login attempts against the authentication

portal.



If the correct password exists in the supplied wordlist, Hydra reports valid

credentials and demonstrates successful authentication.

Instructions

Setup |/ Reset DB

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Vulnerability: Brute Force

Login

Username:

Password:

| Login |

Welcome to the password protected area admin

.. 3

w

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript Attacks

More Information

Vulnerability Identified

Weak Password / Brute Force Authentication

Description

The application allows repeated login attempts without implementing adequate

protection mechanisms such as account lockout, CAPTCHA, or rate limiting. This



enables attackers to automate password guessing attacks and potentially gain

unauthorized access.

Impact

e Unauthorized account access
e C(redential compromise

e Privilege escalation

e Data disclosure

e Increased risk of account takeover

8. Risk Assessment

Metric Rating
Vulnerability Weak Authentication / Brute Force
Severity High
Likelihood High
Impact High
CVSS (Approximate) 8.1 (High)




Severity Chart

Risk Level

Description

D Low

Minimal impact

Medium Limited security impact
High Authentication can be bypassed through brute force
@ Critical Complete compromise of sensitive systems
Assessment: High




10. Mitigation Recommendations

Recommendation

Description

Strong Password Policy

Enforce complex passwords with minimum length requirements.

Account Lockout

Temporarily lock accounts after multiple failed login attempts.

Rate Limiting

Restrict the number of login requests within a defined time period.

CAPTCHA

Require CAPTCHA after several failed login attempts.

Multi-Factor

Authentication

Add a second authentication factor for user accounts.

Login Monitoring

Log and alert on repeated failed authentication attempts.

Password Hashing

Store passwords securely using modern hashing algorithms such as

Argon2, berypt, or PBKDF2.




11. Conclusion

The brute-force assessment demonstrated that automated password attacks can
effectively target weak authentication mechanisms in a controlled DVWA lab
environment. Hydra rapidly tested credentials from a password dictionary,

highlighting the importance of strong passwords and defensive controls.

Organizations should implement layered protections—including rate limiting,
account lockout, CAPTCHA, and multi-factor authentication—to reduce the risk of

successful brute-force attacks and protect user accounts from unauthorized access.
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